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The coronavirus outbreak has thrown much of our lives into sharp relief, but one issue most
exposed is the underdeveloped nature of the UK’s digital social contract.
In today’s pandemic-suppressed economy, the value of data is measured not only in pounds and
pence but in lives saved. Digital transformation in the public sector has increased exponentially
since the start of the crisis. In the coming months we will adopt new technologies, overhaul
existing institutions and share our data for the common good - voluntarily and unknowingly - in
pursuit of a flatter curve and a faster recovery. This revolution is happening faster than many
thought possible: things that would have taken years to roll out, such as the HMRC furlough
scheme, are now operational in days.
The crisis offers opportunities to upgrade our data apparatus and digital culture at a time when
the benefits can be felt by everyone. But such a time also heralds risks: of incursions on essential
freedoms and of missteps that could undermine public consent for the data economy in the long
run. It is essential policymakers build systems that are built not just for the immediate crisis but
which will last beyond it. We should consciously use the virus to reset the relationship between
citizen, state and technology, and build a lasting digital settlement for the 21st Century.
The experience of Asian countries shows what is possible. Numerous states are using data
systems to sensitively track COVID-19 transmission and model the healthcare impact, while also
supporting a more secure digital economy built around remote working. Taiwan has integrated
travel and healthcare data to identify those travelling from or between at-risk locations; South
Korea is using digital technology to enforce quarantine rules; the UAE has used digital identity for
government services; Singapore has kept its economy going through digital infrastructure.
But these international experiences also crystallise the trade offs. Many of those states are more
authoritarian than the UK and are culturally more attuned to digital intrusion. COVID-19 has
thrown the true nature of China as a totalitarian technopoly into even starker relief.1 In contrast
some of the noises made by the European Union about the need for powerful data regulation,
even when at cost to innovation and user experience,2 have looked naive and flat-footed as the
disease demands a more interventionist response driven by technology.
In the UK, the crisis has forced policymakers to muddle their way through rigid data protection
rules and siloed data services, relaxing protections temporarily and promising to delete data
once the immediate crisis is defeated. This is short-sighted. While the emergency does warrant
powers not used in normal times, there is an opportunity within it to lay the foundations of a new
digital social contract that commands public legitimacy as well as technical efficiency.
This new settlement should be open, predicated on user control and consent, and have
innovation at its heart. By getting ahead of the curve, and setting the right rules of the game, we
can create space for responsible innovation to flourish at speed and scale. The crisis exposes the
deficiencies of the process of piecemeal reform we have undertaken in recent years, which did
not keep up with technology and left gaps in users’ protections through complexity.
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This paper argues that ministers should use the current moment to engage citizens and
businesses about a new model of digital regulation. While the COVID-19 response rightly
dominates attention today, this model should also provide a world-leading regulatory blueprint
for digital markets post-crisis.
Our primary aim is to build trust and legitimacy for digital markets and services among users, but
in a way that does not affect the user experience or hinder the potential of Britain’s technology
industry. We believe such regulation should be based on four principles:
1. Ensuring trust through control. For users to trust the ever-increasing number of services
they give their data to, from Google to the NHS, they must be able to easily view, access
and interact with their data as it exists online. At present this process is too convoluted,
opaque or non-existent, breeding distrust about what data is being collected and what it
is being used for. To reduce information asymmetry we argue for the creation of a UK
market for data intermediaries, or “data gatekeepers”, to rebalance power between the
individual and digital services. These services would translate data preferences into
easy-to-understand choices for consumers and represent the data interests of users on
their behalf, levelling the playing field between platforms in the process.
2. Ensuring trust through identity. One of the most important elements of any data-driven
society is an effective digital identity market. It creates assurance for retailers about the
customers they are selling to, allows far more effective Know Your Customer and
anti-fraud services in financial services, and supports greater security for sensitive
products and services. This is particularly important in remote healthcare, essential now,
and for the verification of COVID-19 immunity in the months ahead. While politicians have
understandably been nervous about introducing a national identity scheme, technology
now allows for a digital identity market to emerge via the private sector, with the
government’s role limited to being a market-maker and standard-setter.
3. Ensuring trust through prosperity. Many digital business models provide innovative
services for free or at low cost by monetising the accumulated data users provide. While
the value of individual users’ data is often overstated, the current crisis means that data
sharing could save lives. One way to build greater trust in digital government and online
platforms in future would be to share the prosperity created by data markets with users
more systematically. This is best achieved by creating a public data layer, leveraging the
value of our collective data through a UK data donor scheme, ensuring greater health
data interoperability, and mandating certain platforms to open up their data for innovative
firms to build on.
4. Ensuring trust through global leadership. The EU and US models of internet regulation
sit at two ends of the spectrum but they are converging. The UK, which has always been a
counterweight to both regimes, is well placed to shape the global debate about how to
regulate technology effectively. We argue this means empowering the UK’s current
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domestic data institutions and going further to outline the ethical use of personal data and
algorithmic approaches.
During the coming weeks and months a new settlement on technology and data use will likely
emerge. It is vital that we use this experience to ensure that digital markets provide the means for
us to face the biggest horizontal challenges we face collectively - climate change, pandemics,
poverty - while consenting individually with states and services.
As a country with a historical respect for the rights of the citizen, one of the most advanced digital
economies, and one which has engaged in serious debate as to what a pro-innovation approach
to technology regulation looks like,3 the UK is exceptionally well placed to achieve this, drive
lasting change, and create a new digital social contract.
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Summary of recommendations
Problem

Solution

Trust through control
Data-driven technology can help tackle the current
COVID-19 crisis and fuel our economic recovery.
But rising anxieties about technology and data risk
greatly limit its impact.
This is driven by users’ perceived lack of control
over online interactions and data. Just one in 20
people trust social media companies to use their
data ethically.

1. Create a new, accredited intermediary system
for the transmission of personal data, including
healthcare data to help treat COVID-19.
2. Open up APIs to unleash the potential of data
portability.
3. Ensure an effective and timely rollout of
standards for APIs and intermediaries.
4. Reconcile legal frameworks around the transfer
of data between services.

Trust through identity
Trust is repeatedly undermined by the lack of an
established digital identity. The value of identity
verification worldwide is growing rapidly as the
relationship between citizen and state changes
and the number of connected devices and digital
transactions explodes.

5. Quickly develop a certification scheme for
private companies to be certified as a
government-approved digital identity provider.

In the immediate term, digital identity will be
crucial to verify the immunity of those who have
recovered from COVID-19

7. Expand the number of sources that can be
used to assure identity.

6. Open up APIs to passport and DVLA databases
to assure identity for private sector services.

8. Turn Verify into a pro-privacy invisible interface
between identity providers and government.

Trust through shared prosperity
The returns to more effective data usage have
never been greater. Despite this, data has often
been used in a way that has fuelled distrust of
online platforms. Public sector organisations are
poor at leveraging public data for better services.
Better use of collectivised health data is essential
to combat COVID-19.
One way to regain trust is therefore to find ways to
share the returns of technology directly and
indirectly with users.

9. Mandate that people can easily access, share
and interact with their health data, including
around COVID-19, via data intermediaries.
10. Launch a national data donor scheme.
11. The UK should build a high quality shared
public data layer.
12. Give local government powers to mandate
open data sharing within their local areas and
within public contracts.

Trust through leadership
New models of regulation are required to balance
economic competitiveness and digital legitimacy.

13. Advance user-centric, decentralised standards
for the web
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The EU, US and China are all quickly developing
online regulatory systems in isolation - and often in
reaction to specific events.
Yet the UK is in many respects ahead of the curve
and well placed to develop a principles based
framework that could lead the world.

14. Empower and expand the UK’s domestic data
institutions.
15. Advance tech regulation that encourages rather
than stymies innovation.
16. Challenge industry to develop a core standard
for digital governance, and act if they do not.
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The challenge
How COVID-19 exposes the need for a new digital social contract
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Policymakers have always faced a balancing act between realising the benefits of new
technologies and mitigating the real and perceived risks to users. The stakes have now been
heightened as the coronavirus crisis puts a premium on the data economy to tackle the virus.
This section sets out the different aspects of this trade-off in both economic and political terms.
The next section explores the opportunity to deliver a principle-based programme of regulation
to position the UK as a world-leading centre for open digital markets, responsive government and
powerful user control.

1. Data-driven technology is integral to the immediate public health
crisis and longer term economic growth
●

The UK is better placed to use data technology to support the immediate public health
response to COVID-19 than many other countries. The UK now has the highest smartphone
penetration globally.4 96% of 16-34 year olds own a smartphone and 71% of UK users aged
13+ can be reached with adverts on Facebook.5 Digital technology has reached critical mass
and is now rapidly transforming the lives of everyone, not just those of early adopters.

●

Other countries have demonstrated the benefits of using data technology to slow the pace
of COVID-19 and to support the immediate public health response. Taiwan has successfully
rolled out an electronic form of quarantine using triangulated mobile phone signals. In
Iceland, patients suspected of having the virus are assessed by phone and monitored twice
a day online. There are countless other examples.

●

The UK also has an economy that should be more resilient to a period of prolonged
lockdown and more digital working in future. Estimated UK e-commerce sales are almost
double that of France.6 As a share of retail, e-commerce is more mature than every other
country in the world bar China, and well ahead of the United States.7 In total, Tech Nation
estimates that technology activity adds nearly £184 billion a year to the UK economy.8 This
is set to continue: Satya Nadella, Microsoft’s chief executive, says that tech spending as a
percentage of global GDP will double over the next decade.9

●

Digital technologies have delivered outsized returns during a lost decade of weak
productivity and capital investment in other sectors. Between 2017 and 2018, UK scale-up
investment grew 61% and investment in artificial intelligence grew by almost six times
between 2014 to 2018.10 The UK has the third-highest number of unicorns - billion-dollar
startups - in the world11 and the highest levels of venture capital investment in Europe.12

●

The growth of digital technologies is such that it has recently made up for weaknesses in
other areas of the UK economy. London’s financial services sector has been in a technical
recession since the third quarter of 2017. Meanwhile, the City’s information and
communications sector has grown 20% since 2016.13 Before COVID-19, this growth showed
no sign of slowing: investment in UK tech grew to £10.1bn in 2019, more than France and
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Germany combined.14 This makes the UK better placed in theory to weather the immediate
storm and surge afterwards.
●

This shift has transformed the UK’s economic geography. As of 2015, Camden & Islington,
an area which includes Old Street and King’s Cross, boasted a GVA of £43.4 billion: more
than the GVA of Manchester and Birmingham combined.15 By 2022 the GVA of Camden &
Islington is predicted to have overtaken that of the City of London.16

●

However, it’s worth remembering these figures are small compared with the value of the
‘big five’ US tech firms Google, Apple, Amazon, Facebook and Microsoft (GAFAM). In
February 2020,17the total value of GAFAM was $5.45trn, meaning that as of January 2020,
their collective value has passed the combined value of all 2,600 companies trading on the
London Stock Exchange ($5.05trn) for the first time.18 By contrast, the anticipated GDP of
the UK at end of Q1 was forecasted to be a mere $3.02trn, before the hit anticipated as a
result of COVID-19.20

2. But rising anxieties about technology and data risk these short and
long-term benefits not being exploited
●

The proliferation of disruptive technology has generally outpaced regulatory and consumer
comprehension, with growing disquiet about the impact of digital markets on society and
the economy. In a recent poll, Onward found that more voters favour a government that
“protects existing jobs and industries” (55%) than one that “produces innovation and new
technology” (45%).20 Similarly, the 2020 Edelman trust barometer found that 61% of those
polled felt that the pace of change in technology is too fast.21

●

Societal panic is not unusual for new technologies (the advent of the automobile and
electricity witnessed similar outbreaks) and technology firms generally hold higher trust
ratings than other sectors,22 but the scale of popular anxiety is profound. 70% of UK citizens
are worried about what is real and fake on the internet.23 This compares to just 38% of
people in Germany and 31% in the Netherlands. UK citizens trust social media platforms less
than any other major nation and favour stronger regulation of technology companies than
any other of the 23 countries surveyed by the YouGov-Cambridge Globalism Project.24

●

This is fuelled by few people believing that technology firms will do the right thing. Only 13%
of the public trust multinational tech companies to handle sensitive health data in a
confidential manner.25 46% of people want the right to opt-out of being subject to facial
recognition technology.26 In the UK 64% agree with the statement that tech companies are
not doing enough to prepare society for the full impact of emerging new technologies,
more than any other country polled.27

●

The Oxford Internet Institute finds that the share of internet users who believe that the
internet threatens privacy has marginally risen since 2013, from 47% to 52% in 2018. There
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is particular disquiet about targeted advertising, where 70% of users say they are not
comfortable being tracked through cookies.28
Figure 1: Comfort with targeted advertising
Source: Oxford Internet Institute

●

However, even before the COVID-19 outbreak, 64% of people say they would share some
personal data with an organisation they knew29, particularly when it is for a wider societal
benefit, suggesting there is latent appetite for a more open approach to data:
○

○
○

47% agree with the statement: “I would share data about me if it helped develop new
medicines or treatments, even if it means I have to share some medical data about
me.”30
51% of people agree with the statement “data is useful when governments use it to
understand and better serve society with improved public services.”31
At time of writing over one and a half million people have downloaded the COVID-19
Symptom tracker developed by King’s College London and partners.32

3. Anxiety has been driven by users’ perceived lack of control over
online interactions and data with companies and government
●

People have previously been particularly concerned about whether their data is used in a
fair, ethical manner. 94% of people say that trust is important in deciding whether to share
personal data33 and 87% of people say that it is important that the organisations they
interact with everyday use personal data about them ethically.34 Recent Open Data Institute
polling exposes the trust deficit that now exists. Just 5% of people would trust social media
companies - an industry whose product is built entirely upon users voluntarily sharing their
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data - to use personal data ethically - and only one in ten would trust online retailers to do
the same.35
Table 1: Trust in different organisations to use personal data
Source: YouGov and the Open Data Institute (2019), Attitudes towards data ethics
In general, which, if any, of the following would you trust to use personal data about you ethically?
Select all that apply
NHS and healthcare providers
59%
Emergency services (e.g. police, fire etc)
47%
Banks, building societies (e.g. Halifax, Barclays)
42%
Family and friends
34%
My local authority
31%
Central government
30%
Medical research charities (e.g. Cancer Research UK, MS Society etc)
25%
Credit card companies
24%
Insurance companies (e.g. Aviva, Direct Line etc)
20%
Utilities providers (e.g. energy, water and telecoms companies)
18%
Universities
18%
Online retailers (e.g. Amazon, Ebay etc)
10%
Offline retailers (i.e. physical shops)
6%
Social media organisations (e.g. LinkedIn, Facebook, Instagram etc)
5%
Marketing and advertising companies (e.g. Saatchi and Saatchi, JCDecaux etc)
3%

●

Alongside this distrust lies a perceived lack of control. Only 36% of people feel that they
have meaningful control over what they see online.36 Despite these concerns, recent
research37 suggests that even when people understand the importance of managing their
digital presence online, they remain unlikely to make a concerted effort to ensure that their
data is managed effectively. This is a twofold problem of friction and perceived control.
People often distrust the services they are contracting with; find the means available to
control their presence online complex and difficult to engage with, and; prove cynical about
whether the steps currently available to them will make any difference.

●

Measures that attempt to provide citizens with control over data often fail in practice.
Obligations created by GDPR mean that people only superficially engage with, and ‘take
control’ of, their personal data when they interact with digital services: clicking ‘confirm’ on
cookie banners, accepting services’ terms and conditions, or allowing third-party apps
access to their phonebook.

●

However, each of these examples only offer a superficial level of control. Cookie banners
are prone to ‘consent fatigue’, and click-through rates are aided by design that promotes
the ‘I accept’ option. This is a practice known as ‘dark patterns’. Terms and conditions are
typically long and unwieldy, rarely written in simple language, and have been shown to be
an inappropriate method38 for giving consent. The CMA recently found that the average visit
to the Google privacy policy page was just 47 seconds, with 85% of visits lasting less than
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10 seconds.39 Granting consent generally reduces privacy choices to yes/no decisions.
There are often no limits to the information that a ‘yes’ choice authorises.
●

If the UK is to exploit digital technology and data markets to both respond to the immediate
threat of COVID-19 and to grow the UK economy quickly after the period of economic
stasis, it is clear that policymakers should focus on reducing popular distrust in data sharing
and proving the benefits through the pandemic response.

4. The lack of an established digital identity may slow the return to
post-pandemic normality and holds back innovation
●

Anonymity is a founding principle of the internet. But the lack of an effective digital identity
in the UK now harms users in myriad ways, not least during the current crisis. With it, users
are empowered to own and control their data - for example their healthcare data - and
friction between citizens and the state is reduced. An established digital identity scheme
would enable users to verify their immunity to COVID-19 once tested, enabling them to
return to work. As many services move online, users would no longer be frustrated by
arcane identity assurance - searching for old water bills, remembering endless passwords,
or navigating Government Gateway - to access online services with ease.

●

The value of identity verification worldwide is growing rapidly as the number of connected
devices and digital transactions explodes and the collective use of data becomes ever
more important. This will only increase as the digital economy becomes more important in
the wake of the pandemic. Beyond the societal benefits, the consultancy BCG estimates
that the market for identity authentication and fraud solutions will rise from $12 billion in
2018 to $28 billion in 2023.40 According to UK Finance, remote purchase fraud increased
by 24% to £506.4 million in 2018 of which online fraud cost UK retailers an estimated £265.1
million, a rise of 29%.41 Current figures state that effective digital identity could add 3% to UK
GDP by 2030.42

●

The security implications for users and retailers are also considerable. According to the
Gemalto survey of more than 10,000 consumers worldwide, 56% use the same password
for multiple accounts, 41% decline two-factor authentication when offered it on social media
platforms, and 62% said that businesses were responsible for data security. Gemalto’s
Breach Level Index estimates that 3.25 billion records were compromised in the US alone in
the first six months of 2018, a 356% increase over the same period in 2017.43 TechUK argue
that “if the current status quo of inaction in terms of digital identity persists, this could lead
to a 50 per cent increase in cases of identity fraud by 2021 and an additional associated
cost of £2.5 billion by 2021 to the banking industry alone.”44

●

The UK is also falling behind international competitors. Estonia launched e-ID almost two
decades ago; today 98% of Estonians use e-ID cards to prove their identity.45 Sweden
launched BankID in 2003; it now has coverage of three-quarters of its population.46
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Finland’s TUPAS is used by 87% of citizens and 92% of Danish citizens used a digital
identity.47 Argentina announced plans for their Digital Identification System in July 2018,
which integrates remote biometric authentication with facial recognition across public and
private sector services. France’s digital identity program - Alicem - is about to be launched.
●

New use cases are proving that identity assurance is no longer technologically problematic.
Private-sector use cases, such as Apple ID and Onfido, show that technologies already
exist.48 The recent use of the NFC chips in e-passports to assure identity within the
Government’s EU Settled Status regime demonstrates that the Government can use secure
APIs to existing forms of identity to assure that people are who they say they are, rather
than constructing a new database.

●

As more public services move to a digital by default approach, it becomes even more
important that people do not fall through the net and become excluded from accessing the
services they depend upon. This risk is particularly serious for people with extremely weak
digital footprints, often described as “thin file” individuals:
“‘thin file” [individuals] have difficulty having their identity verified online. They are some
of the heaviest public service users but may not have utility bills because they are on
pre-pay meters. They may not have a bank account as they may deal only in cash. In
some cases there are also issues with accessing citizen data too.49”

●

The absence of a government-led identity system has created a vacuum into which
competing standards and often overlapping products and standards have grown. The
public sector currently uses multiple verification systems, including Verify, Government
Gateway and NHS Login. The private sector has filled the space, offering a myriad of
differing ways to assure your identity for different products, with no universally adopted
common standards on quality control or data use.50 As COVID-19 testing is rolled out and
the economy becomes more digital in the coming months, the absence of a digital identity
is holding the UK back.

5. New models of regulation will be required to effectively govern a
new digital settlement
●

Pre-existing anxieties about technology have fuelled calls for greater regulation of different
sectors. According to the YouGov-Cambridge Globalism Project, more than 60% of people
think that social media and technology companies should be regulated more than they are
now, ten times more than the number (6%) who think there is too much regulation.51 61%
favour independent regulation of the way tech companies personalise content and target
adverts.52

●

Policymakers responded by calling upon technology firms to renew their “social license to
operate”53 and highlighting concerns across a diverse and fundamental range of policy
issues, including personal privacy, market competition, the future of work, mental wellbeing
D
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and the functioning of democracy. The 2019 Conservative Manifesto pledged “to make the
UK the safest place in the world to be online.”
●

These public statements have been accompanied by a race towards far-reaching
regulation. The EU Commission, HM Treasury, DCMS, the White House and the Department
of Justice have all issued draft frameworks for digital markets in the last year. Separately,
the CMA is currently conducting a major review of online platforms, whose interim report
focused heavily on default preferences, market power and access to user data54. But in
recent weeks, these have already proved inadequate as COVID-19 has forced
unprecedented actions to keep people safe: the EU has delayed its digital regulation
strategy, the UK Information Commissioner has waived concerns over using mobile data to
trace infected individuals55 and many democracies are engaged in even more restrictive
data strategies.

●

In terms of data control, the FCA is rolling out Open Banking, which is giving users greater
ability to switch between services. Ofcom has made the “protecting consumers from
harmful content online” a key part of its 2020/21 work programme56, closely aligned to the
DCMS Online Harms White Paper. The Government has also established CDEI to examine
the ethical implications of new technology. The UK Government’s Online Harms White
Paper set out a far-reaching intention to create a new regulator and impose a duty of care
on online platforms.

In short, the internet is fast becoming regulated, but as the COVID-19 outbreak demonstrates, the
nature of this regulation matters considerably. The risk is that different sector regulators
introduce reactive and conflicting regulations, rather than establishing a long-term regime that
can protect users as science races ahead, new threats emerge, and user appetites change.
An alternative approach, as we set out below, would use the adaptive power of markets, coupled
with greater user control, to ameliorate the risks of digital technologies and harness their benefits
for individuals and for wider society. As governments requisition large swathes of public data for
the common good to fight the virus, this kind of new digital social contract will be essential for
guaranteeing public legitimacy and long-term benefit.
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The opportunity
Data to the people
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The preceding chapter set out how digital technologies and markets have traditionally faced
considerable headwinds. All too often the temptation has been for policymakers to focus on
cracking down on the latest episode of bad behaviour or “breaking up” bad actors. This is
understandable but in the long run unsustainable. The real opportunity is to consider the
incentives underpinning consumer behaviour and gear them better towards innovation and
consumer control.
In the next chapter, we discuss a number of proposals to practically and effectively “open up”
digital markets rather than “break up” technology firms, encouraging companies and public
bodies to work harder for users’ attention. To achieve it we believe policymakers should
concentrate on three core principles.

1. Leverage digital technology to deliver more broadly for society
Technology regulation should be constructed in a way that works with, rather than against, the
way that technology companies function. The differences between a “tech company” and any
other company are often overstated, but nonetheless such companies often benefit from the
economic effects57 that are at the heart of the internet economy. As has been well put by Ben
Thompson, a leading industry analyst:
“Today the fundamental impact of the Internet is to make distribution itself a cheap commodity
— or in the case of digital content, completely free. And that, by extension, is why I have long
argued that the Internet Revolution is as momentous as the Industrial Revolution: it is
transforming how and where economic value is generated, and thus where power resides. In
this brave new world, power comes not from production, not from distribution, but from
controlling consumption: all markets will be demand-driven; the extent to which they already
are is a function of how digitized they have become.”58
This shift means technology markets often operate in a different way to more traditional markets.
Whilst market power has often accrued to those who control supply (cartels are the best example
of this in action), now power accrues to the company that can attract the most users. This
fundamental shift, Thompson suggests, means that regulation should be built around two core
principles:
“First, just as business models ought to be constructed that leverage the Internet instead of
fight it, so should regulation. Second, regulation should start with the understanding that power
on the Internet flows from controlling demand, not supply.59”
These insights are particularly apt in the midst of the current crisis. Clearly any regulation that
hinders the ability to exploit big data analysis to reach or identify those at risk, as any attempt to
retrospectively break up large digital assets would do, will be counterproductive. Alternatively
opening up those assets to wider innovation, going with the grain of technology, would
potentially be very productive.
D
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2. Be led by users’ needs, and focus on citizens
Technology innovation famously starts from the pain points of users. Regulation often ignores the
fact that tech companies which succeed ordinarily do so by providing users with a much
higher-quality user experience than their competitors. Any attempt to redress the current market
imbalance must start with users.
The best way to tackle the market power problem is to place trust in users to make the right
decisions when empowered with sufficient tools and information to make those decisions. This
necessarily means an approach driven by markets: the most proven method for individuals to
responsively express their preferences in real-time.
To date, policy interventions in the functioning of digital services have largely taken a ‘top-down’
approach. These have predominantly had the effect of further consolidating the market among
players that are sufficiently resourced to adapt to major regulatory change, like the GDPR.60
Similarly, several competition authorities are now looking at piecemeal market interventions,
targeted specifically and arbitrarily at ‘digital’ markets, or even small portions of them. This risks
looking down the wrong end of the telescope - from the top down not the bottom up - with all the
associated unintended consequences.
This paper takes the view that innovating at the consumer level, and giving people greater
control over which services they allow data access to, will level the playing field between digital
services and consumers. The resultant impact of greater control will give consumers
unprecedented powers to vote with their feet by moving their data from service to service,
promoting agility in the marketplace.

3. Use technology to unleash the power of the state
Even before the events of the past few weeks, it was impossible to foresee a future whereby data
did not form a core component of the social contract. The role of the state is, in real-time, moving
towards a more fluid relationship between citizens and their data. The prizes of achieving a more
data-driven state are huge - greater trust in public services, as well as better quality and
efficiency. The pandemic proves this once more.
Data sharing is perhaps the most obvious example of what this looks like in practice. A large
number of countries have been able to quickly and effectively contain COVID-19 outbreaks as a
result of innovative public/private data sharing, most notably using mobile location data and
innovative public data philanthropy initiatives.
Opening up data will also add immense value to our economy in the long run. It is estimated that
adopting data-driven decision making can lead to around a 5% - 6% increase in output and
productivity for private companies.61 At a time when many think that the technological deck is
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stacked against them, sharing this prosperity widely will not only grow the UK economy, but build
confidence in technology at large.
And it is the state that can take the lead. In 2017 TFL’s decision to open up its data was estimated
to be generating annual economic benefits and savings of up to £130m for travellers, London and
TfL itself62. The NHS is the single largest integrated health care provider in the world, with over
55 million patient records63. Although clearly not an immediate priority, one recent study
estimated that this data, if effectively maintained and curated, could be worth £9.6bn per year to
the UK economy.64
In the wake of the unprecedented data sharing initiated to support the pandemic response, the
Government should consider carefully how it can continue to best use public datasets for public
gain, through more interoperable and efficient services but also through greater personalisation.

Data to the people
More than ever our data increasingly defines us, the products we use, and how organisations
interact with us. Coupled with powerful machine learning, companies and governments
accumulating and using data are able to make more powerful assertions about people and drive
innovation forward.
Yet despite an increase in the use of data users remain, on the whole, disempowered. What was
envisaged as a seamless “information superhighway” has become a system of complex private
roads, in which only certain vehicles are able to enter and exit unhindered. The proposals set out
in the next chapter aim to sweep away this complexity and bring the UK back to the principles of
a single unified data highway, where data is able to flow freely, be accessed securely, and be
controlled easily by users.
The intention is that this will galvanise innovation, too. Currently, companies that want to innovate
or provide data-driven services based on personal data can only do so with either data that is
publicly available, available for purchase from shady data brokers like Axicom, or the limited and
incomplete data they can collect and infer.
The only person able to build a person’s full data profile - a full view of medical records;
Facebook Likes; credit rating; Trainline bookings etc. - is the person whose data is in question.
Consolidating this data with the individual, and putting people in charge of what they release to
organisations, will unlock massive efficiency value for organisations and greater trust for users.
The opportunity is significant. A DCMS sponsored report has estimated that the productivity and
efficiency gains that could be enabled by giving users true control over their data and the ability
to share it with services at their discretion would mean £27.8bn increase in GDP. While this is
significant on its own, the report estimates it will be dwarfed by the contribution to our economic
recovery that digital innovation enabled by personal data mobility will lead to.64
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In such a world, we can move back towards the optimism that was at the heart of those who
pioneered the internet, put power over data back in the hands of the people, and build a new,
trusted, digital social contract between the people and technology.
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Solutions
Making the post-pandemic internet work for users
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One consequence of the pandemic is the way it has crystallised the already urgent need for
reform of our digital social contract. It is a salient fact that more data was created in the last two
years than the previous five millennia.66 Most of it will be wasted. The data which isn’t will be
largely controlled by platforms, rather than the users that directly and indirectly created it - or by
government and agencies trying to keep us safe.
This chapter sets out a series of practical policy reforms which could help us respond to the
current crisis, deliver greater user trust without hindering innovation, positioning the UK as a
global leader in digital regulation and user control.

1. Trust through control
At the root of the growing distrust between individuals and digital services is the asymmetry
about how data is used and who controls that use. Any solution must offer users greater
understanding and control over their personal data and digital presence, rebalancing the
relationship between users, governments and platforms.
Effective governance and control is essential to the current efforts to combat COVID-19, where
unprecedented amounts of data are being pooled and processed with varying degrees of
consent by private as well as state actors, sometimes working together. Failing to secure active
consent even risks harming the utility of contact tracing apps under development. At the time of
writing, Google and Apple had reportedly reached an impasse with NHSX over the Government’s
plan to combine the data accrued by Android and Apple phones with other data sources67.
Clarifying and balancing the responsibility of companies, individuals and the state in stewarding
this data is a vital precursor to leveraging technology to combat COVID-19.
Technologists have proposed multiple ways to achieve this. Professor Viktor Mayer-Schonberger
has argued for “ex ante risk assessments of big data uses, rather than (as at best we have today)
ex post court action” and much greater transparency of data, on the basis that “individuals are
neither aware nor knowledgeable enough about how their data is being used to raise alarm bells
and sue data processors.”68 Elsewhere, Ben Thompson has welcomed moves towards greater
data portability and interoperability seen in Facebook’s recent Data Portability White Paper and
the Data Transfer Project from Google, Facebook and others.69
Meanwhile, the founder of the World Wide Web, Sir Tim Berners-Lee has launched Solid, a web
infrastructure project which aims to decouple data and services and ‘redecentralise’ the web.
Instead of services storing their personal data on their servers, individuals would keep their
information in personal data “pods”. Users would then grant or revoke permissions to apps and
services seeking to gain access to their data, vesting control with the person to whom the data
belongs.
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This type of decentralised approach is a good example of how decentralised solutions can help
people to take back control of their data on their own terms. To that end, we propose the
introduction of ‘data intermediaries’ that would serve three main function:
1.

Translate data questions into understandable choices to build consumer trust and literacy.
Evidence shows that engaging with one’s own presence online in a way that is frictionless
and understandable can increase trust and feelings of control.70 A Data Mobility
Infrastructure Sandbox conducted by DCMS in partnership with industry participants found
that such a mechanism “could improve the security and privacy of their data sharing and
that such organisations could play a valuable role in protecting them against harm.”71

2. Help individuals represent their data interests to digital services to give them better control.
Intermediaries could represent a broad range of consumer preferences, negotiating with
platforms on their behalf around data sharing, rather than forcing them to accept imposed,
unilateral terms and conditions that few users read. With better represented and more
heterogeneous preferences, platforms would be forced to compete on standards as well as
product for users’ attention.
3. Support the creation of a digital social contract with public services around data.
Government has long struggled to leverage the data assets created by public service users
because of basic issues of trust.72 Citizens also lack established mechanisms to permission
the use of data they are happy to be used for the improvement of services. Intermediaries
would offer a trusted interface for users to transfer data to improve the NHS or other public
services without raising concerns about mass databases or Big Brother-style snooping.
Against the backdrop of COVID-19, the need is greater than ever. In a public letter on using data
to combat the virus, Sylvie Delacroix and Neil Lawrence from the Alan Turing Institute have said:
Data intermediaries would be in a position to monitor both the terms and safeguards
constraining data sharing: we should not have to choose between the risk of further
entrenching surveillance on one hand and depriving ourselves from much needed
data-dependent tools on the other hand.73

While, in the current environment, it might be necessary for the government to take the lead in
developing intermediaries, such a system would ideally be a commercial eco-system to allow
innovation and choice for users. This would allow intermediaries to compete on features that
serve a range of consumer tastes, such as: whether it stores data as part of the service, or merely
controls the flow; ease of use, for example asking daily privacy questions or a fixed product more
akin to traditional anti-virus software; or even the ability to monetise data for personal profit or for
charity.
The Government should actively support such a system by introducing guard rails to safeguard
consumers from bad actors and give the ecosystem legal certainty. Fortunately, many of the
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elements required to create the right policy environment are already in train or under
consultation, not least through the Furman and Smart Data Reviews.

Recommendation 1: Create a formal accreditation regime for data intermediaries
Ministers should support the creation of a functioning and competitive market by establishing a
formal accreditation regime for data intermediaries, with minimum standards and a degree of
oversight. In particular, we believe that policy should ensure that intermediaries are:
●
●
●
●

Accredited: intermediaries will have to satisfy a series of criteria to be authorised. This will
include criteria that ensure they are bound to the consumer interest.
Open to all: privacy should not be a privilege for those that can afford it, but available to all.
High-quality APIs and good standards: personal data should be accessible from all
services in a form that is high quality, usable safe and secure
Legal certainty: clear rules around how different types of data flow, and should be
protected.

This could operate in a similar way to the Financial Services Compensation Scheme, giving
consumers the confidence to transfer their data assets in the same way FCSC gives consumers
the confidence to transfer their financial assets. It would also learn the lessons from Open
Banking, where the Revised Payments Services Directive (PSD2) gave regulatory oversight for
third parties to hold financial data, regulated by the Financial Conduct Authority.
Proposals put forward in the US by Senator Mark Warner and Senator Josh Hawley are instructive
in how we might achieve a regulatory underpinning for an intermediary market. The Augmenting
Compatibility and Competition by Enabling Service Switching (ACCESS) Act makes space for
‘third party custodial agents’ to emerge. These agents are similar in nature to data intermediaries,
and are defined by the regulation as “an entity that is duly authorized by a user to interact with a
large communications platform provider on that user’s behalf to manage the user’s online
interactions, content, and account settings”.74
The regulatory principles adopted in the draft ACCESS Act offer useful pointers for UK regulation,
namely that intermediaries should be:
●
●
●

Required to obtain a license to operate from the regulator;
Required to safeguard the privacy and security of data provided by an individual, or
accessed on their behalf;
Prohibited from managing a user’s data, online interactions, content or account settings in a
way that:
○ Benefits the intermediary to the detriment of the user
○ Results in any foreseeable harm to the user
○ Is inconsistent with the directions or reasonable expectations of the user
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Such a system would be particularly valuable in the fight against COVID-19. It would allow users
to transfer their healthcare data securely and selectively to public and private actors approved by
government to support the pandemic response, whether care providers or vaccine laboratories.
And as a market, it would not rely on government to develop technology or intervene directly for
users to have confidence about their data.

Recommendation 2: Open up APIs to unleash the potential of data portability
Alongside establishing the mechanisms for citizens to exert control over their data, policymakers
need to ensure that people have timely access to all their data online, whether held by
companies or the state. Currently there are technical blockers that prevent people from realising
the potential of their digital footprint. We need to remove the rubble from the road.
Under Article 20 of the GDPR (transposed by the UK’s Data Protection Act 2018), there is a “right
to data portability”. The intention behind this provision was to give people the ability to move
their data from service to service. However, this has failed to materialise in practice despite
cross-platform efforts including the Data Transfer Project and Facebook’s recent Data Portability
White Paper.
Under the current regulatory regime, consumers can manually download their data via ‘data
access requests’ and then take it elsewhere. This is an unwieldy, bureaucratic and time-intensive
method of requesting data from digital services: the equivalent of continually and manually
requesting that your inbox updates, with a month’s time lag in between updates.
It is also the opposite of how platforms access users’ data. Instead of repeatedly requesting data,
platforms access consumer data seamlessly and constantly through APIs, which allow one
service to request information from another in real-time without friction.
A basic principle should be established that users should have access to data held by platforms
with the same efficiency as platforms can access data held by them. This could be delivered by
mandating platforms to open up the flow of data through APIs to accredited intermediaries,
allowing users’ to access data in the same way that platforms do. The Data Protection Act’s
implementation of Article 20 could be updated to establish a right to portability “with a
well-functioning API”.
This proposal has been championed by Julian Ranger, founder of Digi.me, the data intermediary
business that acted as the ‘processor’ in the recent DCMS Sandbox.75 Digi.me creates a personal
library for users to have a full copy of their data footprint but is currently reliant on discretionary
APIs to do it.
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Recommendation 3: Ensure an effective and timely rollout of standards for APIs
and intermediaries
Standards will be the glue that enables collaboration in tackling the COVID-19 crisis, and they will
also be the fabric upon which we are able to build a post-crisis settlement.
The Open Banking experience has demonstrated that specifying the creation of APIs is not
enough. Regulatory bodies are needed to set and enforce standards for their quality. It is
paramount that whichever regulatory body oversees the creation of API standards for user data
they work closely with platforms to determine core minimum standards that deliver for users but
do not harm innovation.
In the Open Banking context, the Open Banking Implementation Entity was created by the
Competition and Markets Authority to deliver the APIs, data structures and security architectures
that enabled the effective rollout of Open Banking.
The delivery body created to oversee the rollout of intermediaries would therefore be
responsible for: ensuring the effective rollout of the agreed standards within an agreed delivery
time limit; maintaining a cross-sector register of accredited intermediaries, like the Open Banking
register;76 ensuring best-in-class privacy and security standards. It would build on proposals in the
recent Smart Data Review for a cross-functional body, the Smart Data Function, but be orientated
towards wider intermediaries.77

Recommendation 4: Reconcile legal frameworks around the transfer of data
between services
Ministers should also take the opportunity to harmonise rules protecting the privacy and security
of peoples’ data as it flows via an intermediary and from service to service. While a right to data
portability exists under s.20 of the GDPR questions remain over where the liability of parties
holding the data begins and ends, and what data people should be entitled to take with them. In
the immediate term, this clarity will be particularly important in giving the private sector full
confidence in supporting governments’ response to the COVID-19 crisis.
The Smart Data Review outlined initial considerations that might be adopted, in particular that
data should be transferred only “once the consumer has consented and verified their identity via
a secure authentication process”.78 Intermediaries will solve many of the issues associated with
liability - building trust at the point of accreditation rather than every time data is transferred, and
bearing responsibility for all data that flows out - but greater clarity is needed to give platforms
confidence to engage.
There is a separate but linked question about what data individuals should be able to take with
them when they switch platforms. Facebook illustrated this problem well in their recent Data
Portability Privacy White Paper78, which asks: “Person A wants to move her photos from one
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service to another, but those photos include images of Person B? What are Person B’s rights to
control his information in that scenario?”. At present there is no clear answer.
In a similar vein, clarity is needed over the boundary lines between IP, competition and data
protection rules that currently apply to data in overlapping, and often contradictory ways. To give
two examples:
●

A streaming service makes inferences about your viewing habits based on the TV that you
watch - data you have consensually provided. It cross-references your data with other
people who enjoy watching similar content as you to optimise the content you are
recommended in future. At what point does that cease to be your data and become the IP
of the streaming service?

●

A competition authority orders a search engine to open up its data set to competitors to
allow them to compete. A huge body of data is shared, but obtaining meaningful consent
from each person whose search habits inform the search engine results is practically
impossible. Should competition law mandating data sharing or privacy law mandating
consent from each person take precedence?

Reconciling these tensions between different bodies of law and data rights are essential for
business certainty and a modern data economy. While intermediaries will provide a focal point of
liability and trust for the consumer, ministers should consider how to bring greater clarity to the
lines between data protection, intellectual property and competition law regarding consumer
data. This is a point that the CMA has recently raised, calling for competition and data protection
authorities to “consider jointly the interface between consumer, competition and data protection
law”.80

2. Trust through identity
While intermediaries will deliver greater control over the coming months, they will not on their
own deliver privacy and security by default. The best way to do this would be to quickly seed a
digital identity market that assures identity for important services, for example verifying the
immunity of those who have recovered from COVID-19, on an ongoing basis.
The recent history of both identity schemes and digital services requiring strong authentication
leaves much to be desired. However the depth and breadth of digitisation means that consumers
are now repeatedly asked to assure their identity online for a range of services, from retailers and
banks to public services. Each uses a different verification system, most of which are
time-consuming, repetitive and, in security terms, inferior to the digital identity services long
embedded in other countries.
Now more than ever is an effective digital identity system more important. The absence of a
digital identity system in the UK means individuals will have no reliable way to prove their
D
 ata to the people

 29

immunity from COVID-19 once testing has been rolled out. In the longer term, the UK’s failure to
create an identity system facilitates fraud, personal data theft and money laundering, to the tune
of billions of pounds a year.
The government’s recent attempts to roll out digital identity have focused heavily on the public
sector Verify programme, which was led by the Cabinet Office. It is a salutary tale in why the
market rather government is best placed to drive identity adoption.

Case study: Verify
In 2011, the Cabinet Office began work on a new government digital identity scheme. This
scheme evolved over the years into Verify, a programme whose ultimate goal was for citizens
to be able to access a huge number of public and private sector services, be it applying for
Universal Credit, logging onto online banking, or signing a lease, all using a single
government-certified identity. As the Government Digital Service put in 2011: “The days of
creating different user names and passwords for every new website are numbered.”81
The service launched in May 2016, with a target of 25 million users by 2020. To get to 25
million, Verify operated a scheme in which certain companies were allowed to access the
Verify platform to authenticate their users’ identities. However, due to the onerous
onboarding process and rigorous identity requirements, just a handful of companies joined
the Verify scheme and only a small number of public sector bodies used Verify to allow users
to access their services.
By February 2019, just 3.6 million people had signed up for Verify and only nineteen
government services were using Verify, less than half the number expected in March 2018.82
At the time of writing, only 6.5 million people have signed up, well short of the 25 million
users by 2020 target, and no private services use Verify as their preferred digital identity
system.
The market, in contrast, is rapidly innovating in identity gateways for new services, in part in
response to new regulatory burdens.83 This is particularly true in financial services, where four of
the successful proposals for the most recent FCA Sandbox cohort focus on digital identity.84

Recommendation 5: Develop a certification scheme for digital identity providers
specifically around COVID-19 immunity
Instead of developing its own identity service like Verify, the new Digital Identity Unit should
focus on developing clear and open standards to support the private sector to innovate, using
verification of immunity from COVID-19 as the first use case.
This should involve quickly setting up a standards-driven certification scheme that allows private
companies to quickly and easily be certified as a digital identity provider that meets UK
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government standards. As a result, this will boost the number of private sector mechanisms to
prove digital identity that could potentially be integrated into the suite of web services the
government will develop to tackle COVID-19.
This scheme should developed in dialogue with industry, and be built upon the following
principles:
●
●

●

●

●

Put users first: prioritise ease of use for the consumer with friction only being introduced in
the identity authentication process where it is strictly necessary.
Focus on outcomes, not methods: support innovative private-sector methods of verifying
identity by not being overly prescriptive as to the mechanisms by which identity can be
verified.
Protect consumer choice: ensure the market operates in a manner that allows consumers
to choose between providers and contains clear safeguards against vendor and device
lock-in.
Deliver international interoperability: look beyond the domestic sphere and make sure
that our standards influence and are in line with developing international identity verification
standards.
Mandate clear privacy and security safeguards: keep privacy, security, and auditability at
the heart of the standards to ensure that people are assured that their data will be
protected.

The development of this scheme also provides a further opportunity to explain to the public the
value and benefits of digital identity. The new unit should, alongside coordinating the successor
certification scheme and developing strong open standards to govern ID verification for
COVID-19 apps, alsowork with the Government Communications Service on developing a
programme to communicate the benefits of digital identity.

Recommendation 6: Open up government APIs to assure identity for private
sector services
Identity is ultimately best assured by government, especially for a use as important as assuring
COVID-19 immunity. Departments hold records for almost every citizen in the UK through existing
passport and driving licence registers. Private sector access has in the past been rejected on the
grounds of data privacy and security, meaning that it is currently not possible for firms to check
an individual’s identity against these services (at least without a lengthy bureaucracy and in
limited circumstances, as in the Disclosure and Barring Service). However, APIs now allow the
verification of data without actually viewing or accessing actual records.
A long term goal for the Government should be to allow approved private sector firms to access
the Document Checking Service (“DCS”) API to verify identity against the two core government
identity registers: the DVLA Drivers Licence database and the HM Passport Office Passport
database. Doing so would not allow firms to see any details about individuals: when queried the
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API would simply provide a ‘yes’ or ‘no’ response to validate the authenticity of the document
information provided to the querying company by the user.
While Verify did include DCS API access, it was restricted to public sector uses, limiting the value
to private firms. In the last year, the Government has initiated a pilot to explore increasing access
but it remains severely limited. We propose that accredited digital identity providers (see
recommendation 5) are able to access the DCS API for private sector transactions as well as
public sector transactions.
This would allow companies we already trust to offer digital identities that not only prove who we
are to central government, but to the companies and third parties we interact with on a day to
day basis (often referred to as “portable identities”). It would also give consumers the option to
“upgrade” their existing private identities (e.g. with banks or technology companies) to a higher
level of assurance to access a broader range of services.
However, the Government should not stop there. Know Your Customer and Anti-Money
Laundering provisions create considerable cost and bureaucracy for many of the UK’s most
valuable and innovative companies, particularly in the financial sector. In the context of COVID-19,
digital identity also provides a range of further economic benefits, including the ability to verify an
individual’s immunity, to authenticate that someone is a key worker or to identify someone as
part of the ‘Shielded’ population.
The Digital Identity Unit should work with the Treasury to look at whether there is value in
opening up a limited number of government databases for general commercial use for
companies that regularly need to verify government-issued documents. Importantly, such access
should extend to companies that are not formally certified under the new digital identity scheme,
but often verify government-issued documents for business purposes.

Recommendation 7: Expand the number of sources that can be used to assure
identity
At the same time, the Government could also usefully consider expanding the number of sources
that can be used by accredited companies to check identity.
Last year’s TechUK White Paper on Digital Identity85 outlined a number of databases, including
the Land Registry, the National Pupil Database, qualification bodies’ databases, and the
Bankruptcy and Insolvency Register as potential alternative sources of identity verification. This is
particularly important for supporting specific or excluded groups to be able to access digital
identity, such as children or those who do not have a passport or driving license. Many of these
users already struggle to provide their identity online, if they do not have a rich digital footprint,
bank account or clear credit history.

D
 ata to the people

 32

TechUK has made further recommendations to help digitally excluded groups including the
creation of a secure database for users with poor digital footprints to securely upload documents
to allow themselves to be verified, and opening up local involvement by allowing Local
Authorities to share data with central government to identify people who may have a relationship
with local, but not central government. Both ideas are welcome.

Recommendation 8: Turn GOV.UK Verify into a pro-privacy invisible interface
between identity providers and government services
In handing over Verify to the private sector, there is a risk that its achievements are lost,
especially in ensuring privacy and security in transactions between citizens and government. For
example, Verify was driven by what is known as the “double blindness” principle. This meant that
the government was unaware as to what identity provider the customer was using and the
identity provider was unaware of what government service the customer was accessing.
To ensure that privacy remains at the heart of people’s interactions with government, the GDS
should ensure that Verify lives on long-term as a core, streamlined interface that solely mediates
access between identity providers and government services. This interface would only apply to
public sector transactions and would be minimally visible - in contrast to the convoluted user
journey Verify demanded of users in the past.
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3. Trust through prosperity
At an individual level, our data is often worthless. One study has shown that the average person’s
data is worth less than a dollar and general information, such as age, gender and location
markets at around $0.0005 per person.86 However, its collective value is enormous, as the use of
data in response to the COVID-19 outbreak demonstrates.
Citizens’ experience of the public sector is currently a far cry from the seamless and efficient
services they have grown accustomed to in their daily interactions with private platforms. And,
there is growing frustration that the inefficiency of the state to leverage data effectively is sapping
prosperity from other parts of public spending. An important part of building trust will be a sense
of increased utility and efficiency for citizens so the state ‘levels up’ with the private sector. This is
more vital than ever in the current crisis, where there is an expectation on the UK government to
use cutting edge data-driven tools to combat the COVID-19 outbreak.
The UK is already an international leader in open data. The government has made over 52,000
datasets available publicly87 and the Open Data Barometer currently places the UK as joint first
(alongside Canada) for openness of data. The UK is also home to several highly innovative
data-sharing projects, for example, the opening up of Land Registry Data, recent Smart Data
pilots and the opening up of data held by energy companies.
Nonetheless, despite a pre-existing patchwork of legislative provisions88, statutory offices89 and
government strategies90 Britain still finds itself in an unenviable position where the collective
power of data is under-utilised91 and even where data is shared openly it is often in poor
condition, in proprietary formats, and in a manner that is far from the ideal of real-time, interactive
data.
The best example is health data, a unique asset in developed countries because of the
homogeneity of the UK health system. Even with the impetus created by the pandemic to get
utility from it, health data remains locked down, often in outdated legacy systems, and subject to
an opaque and confusing patchwork of standards.92
As accepted by the Department of Health & Social Care in its October 2018 paper, The Future of
Healthcare: “Technology systems used daily across hospitals, GP surgeries, care homes,
pharmacies and community care facilities don’t talk to each other, fail frequently and do not
follow modern cyber security practices. As a result, some people are getting suboptimal care,
staff are frustrated and money could be saved and released for the front line.” This impacts not
only healthcare professionals but patients as well: “The ability to share records between
hospitals, GPs, community pharmacies and care providers is inconsistent and people are
frequently discharged from hospital without sufficient or accurate information about their care
needs.”93
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Recommendation 9: Mandate that people can easily access, share and interact
with their health data via data intermediaries
Even before the COVID-19 outbreak, the creation of NHSX and the Department for Health and
Social Care’s Future of Healthcare policy paper94 highlighted health and social care data as a
pressing area in which data prosperity can be realised for citizens. Two core issues currently
hinder the UK’s ability to harness the power of health data: much of it remains locked away and
even the portion of health data that is accessible is often not in usable condition.
Electronic Health Records and the NHS App have provided slightly easier access but the pace of
change is limited. The Care.Data scandal provides a cautionary tale about the risks and pitfalls of
opening up health data in a single national database. Data intermediaries, supplemented by
effective digital identity, provide a secure mechanism for sharing such data in a decentralised
manner, avoiding the mistakes of the past.
The Government should allow specially accredited intermediaries to act as a gateway for users to
access, view and share their health data in real-time. Early work has already been undertaken in
this space - Digi.me allows you to download your GP records from EMIS health, and will soon be
compatible with the other large service hosting health data, TPP, too.95 Meanwhile, Tim
Berners-Lee’s start-up based on decentralised principles, Inrupt, has pilot programmes with the
NHS and Manchester Combined Local Authority among others. In CEO John Bruce’s words:96
“We are seeing if we can collectively deliver better healthcare to UK residents. At the moment
that data resides in silos across the NHS. Wouldn’t it be cool if it could be securely delivered
straight to your nurse or your caregiver … You would then have a holistic representation of your
healthcare.”
Expanding this type of approach would allow users to easily opt in and out of sharing healthcare
data with those who care for them, unify their health data without the risks of a centralised
database, and allow patients to donate data to medical research institutions and charities through
a secure gateway.
Under the existing GP System of Choice contractual framework, GPs in England currently rely on
software developed by one of four companies to store patient data records: EMIS health; TPP;
INPS; and Microtest. Such companies hold a significant amount of patient data: for example, EMIS
holds over 40 million UK patient records, with TPP in second place. Together both companies are
estimated to control around 90% of the primary care data market.97 As the NHS has
acknowledged, this is a major drag on openness, interoperability and innovation. The GP IT
Futures framework98, which is designed to replace it, provides an opportunity to embed
interoperability and open up the UK healthcare records. Companies have moved fast to respond
to the COVID-19 crisis, but if there is strong resistance to opening up access, the government
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should seriously consider all measures to open up health data including, if necessary, taking
steps to ensure that UK primary healthcare records are taken under public ownership.

Recommendation 10: Launch a national data donor scheme
Strengthened data sharing powers and digital intermediaries can facilitate a revolution in open
data. However, the value of these powers will be limited without encouraging people to share
their data and allow it to be accessed for the public good. The UK has led the way on “data
philanthropy,” most notably via the UK Biobank.
Other countries have already launched data donor schemes to combat the COVID-19 pandemic.
Germany has launched an app, “Corona-Datenspende”, that allows users to hand over an
anonymised form of their data collected by their fitness devices to health authorities so they can
better understand the spread of the coronavirus across the country. There is evidence that UK
citizens would be willing to emulate this kind of data donation: at the time of writing over one and
a half million people have downloaded the COVID-19 Symptom tracker developed by King’s
College London and partners.
The Government should fund and work with data intermediaries and digital identity providers to
build into their platforms a national data donor scheme by which people can easily make their
data accessible to civic bodies and institutions, such as medical research charities, via the UK
public data layer recommended above. In addition to a national data donor scheme, there should
also be a concerted effort to upgrade existing data philanthropy initiatives, as Future Care Capital
proposed for the UK Biobank to create a National Health and Care Data Donor Bank.99

Case study: The UK Biobank
Between 2006 and 2010, 500,000 volunteers provided medical details and blood, urine and
saliva samples, and agreed that their health be tracked longitudinally as part of the
programme. Reliant on the goodwill of these volunteers, the UK Biobank has become a
deeply valuable global health resource100 that has facilitated world-leading research about a
wide variety of illnesses.
The UK Biobank’s benefits are perhaps most obvious in respect of genomic data. A recent
collaborative effort sequenced the genomes of 50,000 UK Biobank volunteers and in doing
so provided a huge quantity of genetic data of extraordinary value to medical research. One
authority described it as: “the largest open access resource of exome sequence data linked
to robust health records in the world101.”
In September 2019 it was announced that this effort would be expanded even further, with
the genetic code of all 500,000 UK Biobank volunteers being sequenced in a £200m project.
The ambition is great and the outcomes could be transformational. The total genetic data will
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be equivalent to around 5000 billion pages of text, and will be linked to the other detailed
clinical and lifestyle data for each volunteer in the UK Biobank programme to help to provide
a unique insight into “why some people develop particular diseases and others do not.”102

Recommendation 11: The UK should build a high quality shared public data layer
Estonia has become a byword for data-led government. The backbone of its approach is X-Tee,
or X-Road,103 a government data exchange layer that ensures interoperability between a huge
number of public and private data systems. This platform means that government departments,
agencies, and private companies are easily able to query databases belonging to each other in a
simple and secure manner.
Figure 1: Simplified outline of the Estonian X-Road layer
Source: Nordic Institute for Interoperability Solutions
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As one article put it: “Data aren’t centrally held, thus reducing the chance of Equifax-level
breaches. Instead, the government’s data platform [...] links individual servers through end-to-end
encrypted pathways, letting information live locally. Your dentist’s practice holds its own data; so
does your high school and your bank. When a user requests a piece of information, it is delivered
like a boat crossing a canal via locks.104”
Partly as a result, 99% of Estonian state services are online. It takes 20 minutes to incorporate a
company105 and less than five minutes to file your taxes.106 The Estonian Government estimates
that it saves around 844 years of working time for Estonian citizens each year.107 It is also
extraordinarily cheap - with an estimated cost of around $450,000 to build, and $250,000 to
$500,000 a year to maintain.108
We recommend that the UK government matches Estonia’s ambition109 and legislates for a
decentralised public data layer in the UK, built on a shared framework of common open
standards. This would incentivise government to treat the data it uses with greater care: some
government data teams estimate that they spend between 60% to 80% of their time cleaning
datasets.110 Legislation should include nationally drafted standards to introduce common
standards across four key areas:111
●
●
●
●

Interoperability: Shared data must be subject to strict interoperability requirements to
ensure that the decentralised layer is able to form.
Quality: Shared data must abide with minimum data-quality standards so that it can be
meaningfully used by third parties.
Access: Ability to access shared data must be straightforward and, where possible, in
real-time.
Security and privacy: Data must be shared in a manner that is privacy-centric and ensures
security of processing.

To propagate these standards throughout public sector data, the legislation should ensure that
they are baked, by default, into the creation of new datasets under the control of government
departments and other public bodies and all future public contracts and licences.
This should be accompanied by reforms to open up data in other parts of the economy. The
Government has made great steps towards opening up data of such importance, most notably via
Smart Data initiatives. However, it is time to go further and, in conjunction with industry, draw up a
targeted and limited set of interoperability requirements applicable to private sector companies.
We suggest that the government, as a priority, focus on drawing up these requirements for
mandated data sharing in the following sectors: energy, including electricity and gas;
telecommunications; and transport.
There are a number of ways Government could do this, ranging from mandating Open
Banking-style APIs for energy or telecoms customers through to more interventionist proposals,
such as mandating certain platforms to regularly publish a subset of their core dataset for other
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firms to use for further innovation (as Professor Viktor Mayer-Schönberger has proposed). Given
privacy concerns about the limits of anonymisation, we propose this process starts with the
former but consults on the models for the latter in future.
The rapid innovation in harmonising health data and bringing it to bear in combating COVID-19
can provide the blueprint for the creation of other pooled data sets that equip the UK to better
weigh and combat the other existential threats we face like climate change, air quality and
poverty. A well functioning data layer will be critical to success.

Recommendation 12: Give local government powers to mandate open data
sharing within their local areas and within public contracts
In recent years, cities and councils have taken the most innovative approach to data-sharing.
Supported by Leeds City Council and a number of other civic bodies, Data Mill North is an open
data platform that collects and stores open data from sources throughout the North of England.
Its innovations include the Leeds Bins app, which allows citizens to easily access information
about their bin collections, add bin collection dates to online calendars, and be updated about
changes to the usual collection dates.112  After less than two years, close to one in twenty
households are using the app and the council has realised financial savings by sending collection
change messages via the app rather than by post.113 Other use examples include TfL’s opening
up of underground and bus data, leading to more than 600 apps including popular services like
CityMapper.114
Metro mayors should have clear statutory powers to mandate open, meaningful and in-real-time
data sharing as a condition of licences and public contracts with businesses that operate within
those areas. These powers should not only be limited to transport data, but include data from a
wide variety of providers, including electricity, water and other utilities115 and companies that offer
short term rentals. This approach should mirror the steps taken by a large number of US cities,
who build in data sharing as a condition for transport companies that wish to operate in those
cities:
●

●

●

Washington DC places a requirement upon bike-sharing companies that wish to operate in
the city to provide monthly data reports to the District Department of Transportation and
anonymised trip data.116
The Los Angeles Department of Transport mandates that micro-mobility companies
operating in Los Angeles provide data compliant with strict standards via an API developed
by the department.117
Austin has developed a visualisation tool - the Dockless Data Explorer - on top of data
provided by transport companies operating in the city by which the public can view
dockless mobility travel patterns.118

As well as giving new powers, ministers should also mandate new obligations on devolved and
local governments to share data they already hold.119The Local Government Transparency Code
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2015 provides limited provisions for open data. It should be strengthened to ensure that
standards that apply to national government also apply locally and to develop the use of
sandboxes for the secure use of local and devolved datasets, accompanied by funding to scale
innovations. Paris’ Welcome City Lab120 is a strong case study of a city-led data incubator to
promote tourism in the city of Paris.
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4. Trust through global leadership
The international debate on technology regulation is diverging between an interventionist EU, a
more laissez-faire US and a totalitarian China. The lack of coordination and philosophical
sympathy means that existing regulation is at best ineffectual and at worst counter-productive.
There is an opportunity for the UK to find the middle ground and lead the international debate by
fostering trust and innovation simultaneously. This will be more important than ever in the
post-crisis recovery, as we enter a new geopolitical dynamic with recalibrated norms around
technology and data.

Recommendation 13: Advocate user-centric, decentralised standards for the web
The divide between international attitudes towards data use and regulation have been exposed
even further by the COVID-19 crisis. On the one hand, the Chinese approach of using data-driven
tools to limit citizen’s movement was vindicated in its effectiveness at mapping the virus and
stemming the case flow. On the other, it was a reminder of the terrifying influence a state with
unbridled power over technology can hold over its citizens. The UK and the West would be wise
to learn from the strenghts of the Chinese response, while avoiding similar incursions on civil
liberties. Citizens will lose trust in a state that is seen to be inefficient in solving a crisis, but also
one that solves it at the expense of their hard fought rights. A vision underpinned by greater
citizen agency and trust is key. The UK can lead the way in developing this.
A battle for the new architecture of the internet is emerging. China has begun to advocate for a
‘New IP’ to establish a global standard for the internet - a key part of their digital foreign policy.
This proposal has the potential to embed a system of centralised rule enforcement into the fabric
of the internet, and has attracted support from other authoritarian regimes like Saudi Arabia and
Iran. It is a reaction to the U.S. model of letting companies set standards which has attracted
criticism.
Shobana Zuboff recently summed up the respective flaws of each model rather well:
Right now we have two versions of the internet - a market-led capitalist version based on
surveillance, which is exploitative; and an authoritarian version also based on surveillance … The
question is: will Europe and North America pull together to construct the legal and technological
frameworks for a democratic alternative?”121

It seems likely that without compromise and consensus, there will be a shift to an even more
splintered internet with both visions underpinned by surveillance. By advocating for a
user-centric, decentralised vision of the web, the UK can balance the shortfalls of both visions for
the web and offer a compelling alternative. A decentralised web enabled by intermediaries would
vest much-needed privacy and control with users against the power imbalances they face with
states or companies. It would also unlock the potential of big data to serve the public good.
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Recommendation 14: Empower and expand the UK’s domestic data institutions
The COVID-19 crisis has highlighted the need to place ethical data thinking at the heart of every
government department. Policymakers should also look to level up our existing domestic data
institutions. The UK is fortunate to have developed a strong eco-system that has placed Britain at
the forefront of global data ethics research. This should be strengthened and rationalised over
time, in collaboration with the institutions in question.
For example, in the short time it has existed the Centre for Data Ethics and Innovation (CDEI) has
made a considerable impact on the public understanding of different data markets122. Yet it is still
not on a statutory footing. It could usefully assist with drawing up a Statutory Code of Practice
governing the use of biometric data, in line with the Information Commissioner’s recent opinion123;
coordinate the UK data ethics ecosystem to draw together a Singapore-style AI governance
framework;124 build upon its recent work on algorithm bias by studying the feasibility of
algorithmic audit and the shape that such a scheme might take in the UK.
Similarly, the National Cyber Security Centre is gaining in importance as state and non-state
actors use digital means to target UK assets and intellectual property. Its role could be
strengthened by ensuring that security and privacy standards governing digital identity and data
sharing are as strong as possible. The Government should also work with the Centre on the
National Data Strategy to reflect the importance of UK citizens’ data as a collective national asset
worthy of defending.
The Open Data Institute (ODI) has been instrumental in driving the open data agenda, particularly
in respect of developing unorthodox new models of holding data when obtained - most notably
data trusts. Data trusts offer a strong method of ensuring that data is stored effectively in certain
situations. The ODI could usefully be commissioned to create guidance, template documents and
standardised processes for setting up data trusts in the UK. The Government should also explore
which national datasets could benefit from being placed into data trusts so that these datasets
can be moved into civic ownership.

Recommendation 15: Advocate tech regulation that encourages rather than
stymies innovation
The relationship with state and technology has in the past been deeply virtuous.125 Post-crisis,
policymakers should strive to develop a lasting accommodation that protects consumers but
preserves innovation, which can break the dangerous cycle of digital imperialism gathering pace
in other jurisdictions. The UK is particularly well-placed to this, given the success of “sandbox”
style regulation in highly regulated verticals126 and an enviable reputation for pro-innovation
regulation more broadly.127 As discussed, the digital economy will be a cornerstone of the UK’s
economic recovery, regulation should enable, not inhibit this.
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Recent years have seen a rise in strong anti-tech rhetoric from policymakers and increasing
levels of action. However, the desire to appear tough has often led to poorly designed regulation.
For example:
●

●

●

The German Network Enforcement Act was enacted in 2018 in an attempt to reduce illegal
or abusive content online. The law has led to a significant amount of content being wrongly
blocked online128 and has come under serious criticism from human rights bodies for
leading to unaccountable and overbroad censorship of content.129 It has also been used as
a justification by a large number of authoritarian countries for implementing their own laws
placing onerous obligations on technology companies to block online content.130
In the wake of the 2019 terror attack in Christchurch, the Australian parliament passed the
Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019. The law
provides for serious penalties (including imprisonment) to those who publish online
“abhorrent violent material.” The liability provisions for companies are breathtakingly broad:
hitting not only social media platforms but internet infrastructure companies such as ISPs.131
The French government recently implemented a digital tax on internet giants. Amazon
simply - as was made clear that they would do during the debate surrounding the tax directly passed on the digital tax to businesses that use the Amazon marketplace platform,
rather than letting it hit its own bottom line.

There is a risk that well-meaning regulation leads to a material detriment in the quality of services
for users. The broad nature of such regulations can also lead to considerable uncertainty for
technology companies, which increasingly drive economic activity and productivity. Furthermore,
imposing strict reactive rules can benefit incumbents at the expense of disruptors. Post-GDPR,
larger platforms are more dominant than before in the European market,132 and many of the
current proposals around the softening of legal protections133 could mean companies with
expensive proprietary filtering technology are advantaged when hosting content online. There is
also a danger of an international regulatory ratchet: with country after country going further than
the one before.

Recommendation 16: Challenge industry to develop a core standard for digital
governance, and act if they do not
Since the crisis began, it has been encouraging to see tech companies and governments working
hand-in-glove to limit the impact of the virus. But, post-crisis, it will be important that the societal
contribution of technology companies continues to be felt by citizens. The solution starts with
strong governance.
Markets respond to incentives and institutional governance. It is no coincidence that
Environmental, Social and Governance (ESG) investing has increased in popularity as more
factors that determine good investment decisions have become tangible. Similarly, corporate
governance rules on public corporations allow the market to judge the value and operations of
companies.
D
 ata to the people

 43

There is currently limited reporting on important issues associated with digital services: privacy;
user satisfaction; and the extent of user control. These are becoming societal imperatives, closely
bound to distrust in markets more generally and the technology industry specifically. The
transparency reporting that currently exists is patchwork, inaccessible and rarely comparable,
although the GDPR made notable strides by creating a position of Data Protection Officer (DPO)
in every data-processing company responsible for elevating consumer concerns and ensuring
compliance with privacy regulation.
The Government should bring together industry bodies to codify a set of digital governance
principles that can be applied broadly to give users confidence. The aim would be to both create
a set of comparable standards that can drive positive investment, and encourage good behaviour
by the private sector through disclosure. Given the variety of business models and services
involved, this will need to be broad and be led by industry themselves. Only if industry fails to act,
should ministers consult on mandated standards.

D
 ata to the people

 44

Conclusion
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Technology and data will play a critical role in combating the immediate COVID-19 pandemic, and
enabling the economic recovery that follows. While it is vital we act quickly to save lives, the
decisions we make now need to be taken with one eye on the horizon. The UK can only reach its
potential through a new digital social contract that is fit for purpose in a rapidly changing world,
and has the objective of building peoples’ trust at its heart.
Our proposals will establish a more effective and efficient relationship between the citizen and
the State. The creation of digital intermediaries with identity assurance built on top will provide
the bedrock for combatting the crisis - allowing those that have been tested to verify their
immunity, and giving individuals transparency and control over their health data as it is shared for
the collective good. The impact of these changes on government beyond the crisis will be
enormous: they are the tools we need to kickstart a digital state that combines the advantages of
aggregated and centralised data insights and services with individual, decentralised control over
personal data.
As we look to the future, these changes will echo beyond public services: recalibrating the
relationship that users have with all digital services. They are the building blocks that will allow
consumers to take back control over their data, rebalancing the scales between powerful tech
companies and users. However, they will also mitigate the need for arbitrary and damaging
regulatory interference in markets, and punitive tech regulation that cripples innovation.
The economic prize of such an approach is enormous, placing the UK’s increasingly digitised
economy on solid foundations and preventing innovation from being stymied with heavy handed
regulation. Empowering consumers to vote with their feet will drive a marketplace that caters for
heterogeneity of taste, and treats customers as individuals rather than services dictated by ‘all or
nothing’ terms of service.
In such a world, we can recreate the optimism that was at the heart of those who pioneered the
internet, put power over data in the hands of users, and write a new digital social contract
between technology and the people.
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